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The Westphalia concept of state sovereignty a
territorially bound and hermitically sealed concept
impervious to the penetration and permeability of outside
powers has been in recent years subject to erosion by the
revolution in information and communication
technology. In traditional paradigm of security a state is
only to be threatened by another state. The sources of
threats and capability to give protection to its citizens
remained with the state. The state centric concept of
security hovering around state and its associated
apparatus gets challenged with sources of threats being
diversified away from state. The word “security” has been
too elusive to be defined in precise and concrete terms as
was used to be by the traditionalists. With the end of cold
war the relative dominance of the military-political
security plummeted reflecting the widespread
recognition of the sources of security being discursively
away from the centre stage i.e. the state. Besides
environmental change, population growth, poverty and
incidence of fatal diseases, web has been a new non-
traditional security challenge to the Westphalia state
sovereignty.

Web is a political tool which facilitates new
political relations which is pertinent to global security.
The computer is the instrument of age; cyberspace is the
oxygen of the Internet. Hence much in our interconnected,
globalised and technologically advancing world depends
on cyberspace (The Hindu, Aug 23, 2012). The well
known concept of web activism is a vehicle through
which perceptions and identities have become part of a
multifaceted global scene. A transformation that is
significant and needs qualification, which is embodied
by IT since it is not seismic in the sense that it shakes
basic realities. In case of the Peruvian Tupac Amaru
Revolutionary Movement (MRTA), the Revolutionary
Association of the women of Afghanistan (RAWA), and
the Irish Republican Socialist Movement (IRSM) as well
as an Islamic extremist multimedia file located on the
web, the du’a (prayer) of sheikh Mohammed al
Mohaisany is seen website and multimedia activism.
These examples focused the variety of groups and

technological practices linked to IT. It outlines the issues
and theoretical challenge of IT for the study of global
security through referring to the websites and multimedia
files , the types of messages transmitted , target publics
(national, global, political elites, media and others), the
results , and various transmission formats (especially
multimedia and photographs(Dartnell, 2011).

     The web is not only a threat to sovereignty-
bound actor in the sense that it completely circumvents
or overturns political or regulatory control; as an
alternative it is a device that facilitates political relations.
According to James, Katz and Ronald Rice ‘although the
Internet has not led to any political revolutions, it has
supposed and encouraged them (as have and do-phone
and fax) (Katz and Rice 2002, 352). Traditional political
institutions and the very concept of sovereignty have been
threatened by Internet. According to Walter Writson the
(the concept of sovereignty) revolution of the information
Age, that “sovereignty the power of a nation to stop others
from interfering in its internal affairs is rapidly eroding”
(Writson 1997,172, 174). The forces of today such as trade
global capital flows, and environmental degradation
which are thought to undermine sovereignty (Perritt,
1998). According to developing conventional wisdom the
Internet is joining the assault on sovereignty and will,
perhaps than any other globalisation forces contribute
to regulating sovereignty and its traditional trapping to
the ash heap of history (Writson, 1997, 172, 174). Hence
IT is a causative factor in a complex global backdrop that
encompasses a range of technological, economic, social,
and cultural practices. According to this context, ‘many
persons on the globe live in imagined worlds (and not
just imagined communities) and thus are able to contest
and sometimes even subvert the imagined worlds of the
official mind and of the entrepreneurial mentality that
surround them’ (Appadurai, 2002, 723).

Liberalism and Internet Complementary
      Diverse results have been shown of using

internet through different perspectives. From the
perspectives of national governance the Internet can be
harnessed to promote the Rule of Law, which is critical
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all over world for effective and good governance of
societies all over the world. Globally, the Internet can
contribute to international cooperation by:

(1) Strengthening international law;
(2) Strengthening economic interdependence;
(3) Empowering non-governmental organisations

and improving their abilities to contribute productively
to the development of international regimes designed to
deal with global problems; and

(4) Supporting international security mechanisms;
        Within the perspective of the liberal theory of

international relations an argument can be raised by
Henry H. Perritt that the Internet can strengthen national
and global governance (Burley,1992). Whereas the liberal
tradition stresses the Rule of Law nationally and
internationally, the role of non-state actors in
international relations and the importance of collective
security and forms of multilateral security actions (Fidler,
1997, 339-51). The realistic aspect which has been the
dominant theory of international relation for a long
period, asserts the “Internet as a threat to sovereignty”
(Perritt, 1998). From a realistic point of view, the Internet
easily seems like threatening technological development.
Realism emphasises the anarchic nature of relations
among states (Perritt, 1998).

        From a realist perspective, the Internet easily
looks like a threatening technological development.
Problem is not, however, with the Internet but with the
realist perspective. With the notion of liberal perspective
in international relation Internet promotes a more helpful
theory of impacts on national governance. The “Internet
as a threat to sovereignty “argument-interpreted through
the liberal tradition –should be a cause for celebration
rather than of hand-wringing and angst on the part of
liberal states and the international organisations they
support.

The Internet as a menace to Sovereignty
       Since at least the time of James I of England,

when the spread of the printing press alarmed the Church
and the Crown Information Technology has been thought
to gradually decline the power of sovereign
(Desmond,1998,117). The Internet joins a long historical
inheritance of new information technology threatening
to upset the existing nature of politics within nation-
states. Less maliciously, new information technologies
have endorsed governments to be more effective at
shaping public opinion or regulating the economy, thus

strengthening them rather than gradually destroying their
function or legitimacy. Even though telegraph,
telephones, radio and television technologies had
revolutionary prospective because they permitted
political, economic and cultural conversations to cross
borders until they remained confined in their uses to
nation –states. The famous “CNN effect” on political
decisions in the United States and other countries/global
scope does not inevitably mean that sovereignty is
destabilized. The “CNN effect” can be seen in sovereignty
reactions to specific and very sensitive types of
information. Sovereignty was not diluted but was rather
reoriented to response to information brought to decision
makers by television. There are two examples which
demonstrate this point. As far as can be determined,
CNN’s broadcasts of the violence in Tianamen Square
did not undermine Chinese sovereignty as the massacre
and Chinese behaviour thereafter amply demonstrate.
While this is fact that without television‘s access to the
horrors of thwart in Bosnia the international community
would not have involved itself,  the television pictures
did not wipe out Yugoslovakian sovereignty nor the
sovereignty of any nation responding to that tragedy
(MED-TV: Kurshid Satellite Television).

          Internet has been most precarious to
sovereignty than prior revolutions in print and electronic
communications. Possibly the most distinguishing
features of the Internet that makes it more ominous to
sovereignty is that it is not susceptible to the some
physical and regulatory controls as telegraph, telephone,
radio and television technologies .television, the latest of
the radical leaps in information technologies prior to the
Internet , uses radio frequencies with relatively short
range. Broadcast television is still predominantly
national in orientation. Cable television likewise relies
on physical infrastructure that is easily controlled at
national borders. Of the television technologies, only
satellite television has potential to explode dramatically
the geographic limitations historically seen in television
usages (Perritt, 1998).

.      Governments have far more difficulty imposing
border controls on the Internet because it relies on packet
switching rather than circuit switching (Perritt , Border,
1998). The Internet relies on already existing physical
communication infrastructures making it superfluous to
use up huge amounts of money to converse globally. The
ease with which people can play a part in cyberspaces
activities enables the Internet to grow exponentially with
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close to no governmental oversight. This growth has
created a cyber-culture that celebrates freedom and
distrusts traditional political institution trying to come
to grips with the implications of this profound electronics
revolution in information technology.

      Cybernauts most closely bear a resemblance to
medieval merchants who developed substantive rules
and practices to regulate transnational trade-the lex
mercatoria- outside traditional political institutions.
According to commentators Internet is a threat to
sovereignty because the Internet challenges the three
historic functions of the state: providing national security,
regulating economic activities, and protecting and
promoting civic and moral values (Perritt, 2011). The
Internet threatens the government’s ability to control
power, wealth, and morals within its territory.  Terrorists
groups, extremist political factions, religious cults,
freedom fighters, human rights advocates, and other types
of groups hostile to traditional governmental functions
and policies are using the Internet to strengthen their
respective causes and increase the threat to the security
of the nation. The Internet might be seen as a subversive’s
dreamland- the ideal environment for polarisation and
fanaticism in politics.

           The increasing use of cyberspace to carry out
both national and global commerce also can be seen as a
threat to the sovereign states’ historical control over
economic activity (Writson, 1997, 172,174). The current
controversies about individual states claiming
jurisdiction to tax or haul into court Internet merchants
located in other states point up the economic regulatory
problem the Internet poses. Collecting tax revenues,
protecting consumers from fraud (Meier, 1991) and
simply knowing the size and nature of cyber-commerce
are all problems the Internet creates for national
governance. According to Writson “in an economy that
consists largely of information products, the
government‘s power to tax and regulate erodes rapidly.
Our laws and systems of dimension are becoming
artifacts of another age” (Writson, 1997, 172,174).

 The well-known controversies about cyber porn
demonstrate (Cate, 1996, 145), the Internet also challenges
the traditional state role of protecting civic and moral
values of the society. The American Communication
decency Act is one example of a government
apprehensive by purveyors of pornography threatening
the moral fibre of the nation (Perritt, 1998). The German
government’s effort to shut down neo-Nazi propaganda

on the Internet in Germany evidence another
government’s challenge to protect exquisite national
values (Perritt, 1998).  Fears about losing national identity
and other cultural values add flesh and blood to French
opposition to the increasing popularity of the Internet
(Cohen, 1997, A4). In other contexts, governments- like
China’s or Singapore’s perceive the threat to values as
cultural imperialism or as ideological antagonistic ,
which justifies their attempts to regulate the Internet
within their territories on cultural or ideological grounds
(Malley, 1996, A12).
 Internets Destabilize International Collaboration

 Internet may also make a danger to international
mutual efforts. Internet regulation is a global crisis, like
environmental degradation in the ozone depletion or
global warming contexts, because no one country can
satisfactorily deal with the problem on its own. Hence,
international cooperation is essential.  However, the
jurisdictional conundrums the Internet creates in a
federal system like the United States appear at the
international level as well (Perritt,1998). As a state
perceives threats to its security, economy, or values from
Internet activity, it may try to prescribe laws that rule out
the threatening activity in question. Germen law prohibits
hate speech and defines hate speech very badly (Blaustein
and Flanz, 1997).

Making relevant this law to Internet
communications originating in the United States would
create a conflict with U.S. constitutional Law, which
protects speech that would fall under the German
prohibition (Dworkin, 1997, 9B). While Germany could
justify its submission of its hate speech law to the
American-originating Internet communication under the
“effect doctrine”, the exercise of the jurisdiction must also
be reasonable under international law (Perritt, 1998).

International authority of Internet issues, thus,
appears to be a daydream. All political, economic, and
cultural threats posed by the Internet, the obstacles to
international governance of Internet issues appear to
nourish deeper controversies and tensions among states,
contributing to a deteriorating climate in international
relations.
Sovereignty, National Governance, and the Internet

Human beings have been building political
institutions, enlightening philosophical approaches to
politics, and struggling to accommodate competing
human aspiration and new technologies for thousands
of years.
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Initially, the “threat to sovereignty” argument
utilises a nonrepresentational notion of sovereignty- a
concept of sovereignty that apparently applies in all
countries in the international system and that is used
by realism in explaining international relations. On the
other hand the sovereignty of liberal democracies was
enhanced by freedom of speech and freedom of the press
in all communications media. It seems logical to argue
that the Internet threatens the sovereignty of liberal states
and non-liberal states equally? New information
technology threatens sovereign that depend on
maximum internet political, economics, and cultural
control over their peoples.  For non-liberal governments,
the Internet most likely does seem like a unique threat to
their abilities to control the politics, economics, and
culture within their territories.  According to Writson
“instead of validating Orwell’s vision of Big Brother
watching the citizen, the third revolution enables the
citizens to watch Big Brother” (Writson, 1997, 172, 174)
the current struggle in Serbia reflects the threat that the
Internet can have in circumventing the Serbian
government’s suppression of freedom in the media. The
Serbian government shut down Radio B92, the popular
Serbian opposition radio station, and jammed other
forms of opposition communications (Grossaman and
Schmitt, 1997, 8, A21 ). Serbian opposition forces
continued to send information and news freely to the
World Wide Web, but through Internet distribution of
audio files (Schmitt, 1997, A 21).

To weigh up the nature of the threat the Internet
poses to sovereignty has to be put into its proper political
contexts rather than viewed as some monolithic concept
valid in all accident. With other Information technology
developments, liberal government can use Internet to
strengthen liberal governance. The exploitation in public
information web servers in the United States from a
handful in 19192 to 875 at the federal level alone in 1996
demonstrates the Internet’s potential as an engine of open
government (Perritt, 1998).
  International Governance and Internet

Raging debates about the modesty of national laws
and international law on prescriptive jurisdiction take
Place today without any reference to the Internet, as the
Helmes- Burton controversy indicates (Bhala, 1997, 317-
20,329-31). The Internet thus belongs to in a very large
basket of issues that has fashioned problems in
international relationship connection with prescriptive
jurisdiction.

International cooperation on Internet regulation
is not necessarily impracticable. International treaties
have been crafted and have worked well for older
technologies. One of the multilateral treaties was the
Universal Postal Union, which continues to perform
good service in assuring the free flow of the mails across
national boundaries. The International Civil Aviation
Organisation (ICAO) administers a variety of
international treaties that assure open access by air to
most countries (Perritt, 1998).

Finally, the International Telecommunication
Union (ITU) continues to function successfully as a treaty
frame work for conventional telecommunications and
some newer technologies such as direct satellite broadcast
(Perritt, 1998).

We ought not to forget the likely of private self-
regulation within the cyberspace community. Medieval
merchants developed the lex mercatoria largely as a
private set of rules for conducting business across borders.
The successful ICAO and ITU regimes rest on treaty
obligations but depend greatly on industry input for the
development and enforcement of the rules.

International cooperative efforts on Internet
regulation are already on the move. The World Intellectual
Property Organisation (WIPO) adopted a treaty
extending copyright protection to a new form of
transmission facilitated by the Internet (Perritt, 1998).
WIPO is considering other proposals for another treaty
to extend copy-right-like protection to computer
databases (Perritt, 1998).The Organisation for Economic
Cooperation and Development (OECD) has been taking
into account a variety of proposals for improving digital
commerce (Perritt,  1998).The group of seven
industrialised nations also convened meetings in 1996
to discuss principal for international regulation of the
Internet (Perritt, 1998). The European Commission has
generated White Papers and discussion papers regarding
Internet regulation in the European Union, the control of
obscenity and child pornography in new media and
copyright issues in connection with the Internet (Perritt,
1998). In fall 1997, the Council of Europe held a
ministerial conference on human dignity (e.g. hate
speech), and the use of the Internet to encourage open
government and freedom of information. All this cyber-
diplomacy weakens the argument that the Internet posses
grave threats to traditional forms of international
cooperation. Anne-Marie Slaughter has recently argued
that what is happening in today’s international system
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is not the death of the state but rather its disagregassion
into practical parts that network globally to deal with
governance issues (Slaughter,1997). Slaughter writes that
these functional ‘parts-courts, regulatory agencies,
executives, and even legislatures- are networking with
their counterparts abroad, creating a dense web of
relations that constitute a new  trans-governmental  order.

Reinforcing national and global governance from
a liberal perspective

 While posing a serious threat to sovereignty and
international cooperation, the Internet actually represents
a powerful tool to reinforce national and global
governance from the perspective of liberal theory.

National Governance: Enhancing the Rule of Law
through the Internet

Liberal government can use the Internet as a
dominant engine of open government by providing the
citizenry with more information about the operation of
the government and the effectiveness of laws. The Internet
has even more appealing role to play in helping the Rule
of  Law develop in countries making the alteration from
Soviet-style communism or centrally –planned economies
to democratic, free market  systems. Long before the
Internet existed, John Dawson argued that the wide ease
of use of legal test and material promoted the unification
of legal systems (Dawson, 1968). The Internet has great
potential to help transition countries not only established
democracy and the Rule of Law but also preserve them.
In the past, freedom of information is an essential meant
a right in the press and the public to obtain information
from government upon request (Perritt, 1998). In the age
of Internet, freedom of Information means much more: it
means the possibility of accessing virtually the entire
stock of public information generated by government at
click of a mouse button (Perritt, 1998). Thus, the Internet
has tremendous potential to strengthen the notion of
sovereignty favoured in the liberal political tradition. To
the extent the Internet helps democratic opposition forces
undermine the sovereignty of tyrannical governments,
such “threats to sovereignty” are to be welcomed, not
feared.

The Internet’s Potential to Enhance Global
Governance

Underpinning national governance along the
liberal conception, Internet can play a powerful role; it
can also support international cooperation as envisaged
by liberal international relation theory. First, the Internet
can support the development of the international Rule of

Law in the same way that it supported the domestic Rule
of Law. Second, the Internet can put in to the development
of economic interdependence between states and people.
Third, non-state actors in the form of international non-
governmental organisation can enhance their role in
international relation through use of the Internet. Finally,
peace-keeping and collective security operations can be
strengthen by using the Internet’s communications
capabilities.
Strengthening International Law

 As with domestic law, the Internet offers great
potential to serve as an easily accessible repository of
international legal texts for governments and NGOs to
utilise in their representatives. The potential is perhaps
particularly important in the area of international human
rights because international human rights law can also
be incorporated in domestic constitutional and statutory
interpretations, producing, a legal unity between
domestic and international law. Many Internets now
provide access to hundreds of international treaties on
all subjects of international law (Perritt, 1998). The World
Trade Organisation, for example, makes decisions from
panels established under its Disputes Settlement
Understanding available on its Home Page, which
assures universal broadcasting of a growing body of case
law on the most important set of international legal trade
(Perritt, 1998). The Internet may also make the treaty
process more efficient by improving communication
between delegations and facilitating better document
management.
Strengthening Economic Interdependence

     Another key objective of liberalism in
international relations is to create economic
interdependence between states and people. The internet
contributes to this liberal project by enhancing the
development of global markets, for products, services,
information, and capital. State and their citizen become
vested in the smooth operation of global markets,
prospects for peaceful settlement of disputes improves
because the economic costs of political distraction are
too great for any side to bear. Economic Interdependence,
therefore, feeds into the development of international law
and international dispute resolution because market
demands Rule of Law behaviour and the efficiency the
Rule of Law brings to dispute settlement. This dynamic
encourages states to join international institutions helps
stabilize international relations and promotes rule-based
behaviour and political cooperation and discourse.
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 Empowering Non-state Actors
The Internet also finds synergy with the liberal

tradition by its empowerment of non-state actors both in
the market context and in the context of NGOs. The
Internet promises to enhance both of these NGOs roles in
international law because it facilitates NGO participation
in treaty-making efforts and strengthens the ability of the
NGOs to keep an eye on state acquiescence with
international law and to expose the transgressors
publicly. First, the latest revolution in information
“technology has broken governments” monopoly on the
collection and management of large amounts of
information and deprived governments of the deference
they enjoyed because it (Matthews, 1997, 50, 51).

Second, non-state actors-armed with the power of
ideas and information- can become institutions in their
own right in international relations. The roles now played
by NGOs in contemporary international relations are
striking (Perritt, 1998).
 Supporting International Security Mechanism

 The liberal tradition has long supported the use
of polygonal response to threat to international peace
and security. First, the Internet helps of and international
organisations scrutinize more accurately the state of
affairs in unflustered countries or regions because of
information flows available in cyberspace. Second, states
and international organisation can enhance the
landscape for multilateral action against security threats
by using the Internet to build support for economic
sanctions or military intervention. Non-state actors in
the form of student groups have led an Internet campaign
to punish the dictatorship in Myanmar for its human
rights abuses by organising economic boycotts of
companies’ doing business in Myanmar (Glaberson,
1997) .

Internet can also make easy multilateral military
operations undertaken international organisations. The
Internet offers many features that would fulfil such
multinational military needs. The Internet can also be
useful for collecting and disseminating intelligence and
other data important to the fulfilment of a multilateral
military operation. The Internet will also be important in
building new international safekeeping structures. The
expansion of the North Atlantic Treaty Organisation
(NATO) will involve both political and military
integration of the new member countries into the existing
political and security framework of NATO. Russian fears
of NATO expansion may also be addressed through the

Internet by general information availability and direct,
regular communications with the Russians about the
status of NATO expansion.

The Internet and its impact on international
relations

   Thus the Internet offers great promise to national
and international governance is expressly based on the
approval of the liberal vision of domestic and
international politics. The vision is not universally
accepted, even after the death of communism
(Huntington, 1996). According to the information by the
Realist theory  of international relations, the Internet as a
“threat to sovereignty” argument currently popular,
cannot begin to explain the fundamental philosophical
differences that still haunt the international system and
compel attitudes about the role of the Internet nationally
and globally. Cyberspace has not escaped the vortex of
politics at the domestic or international level.
Web Activism

 Distinct areas of IT practice parallel contemporary
security trends. The first area practice is military, which
is largely based in states since the latter still control
coercive force on a planetary scale. The many
applications of IT to military ends include satellite
images, use of mobile phones by the US military to contact
Iraqi commanders during the 2003 war, airborne, night
vision, and sensor devices. The second context in which
IT is pertinent to global security is cyber-security. These
practices are allied with public anxieties over new
technology in general even through the impact of cyber-
security threats is overstated. An example of a cyber-
security threat to global security was the distributed
denial of services (D DOS) attack that flooded the website
of the Qatari-based al-Jazeera cable network with up to
300 megabits (Mbps) of data per second during the Iraq
War. At the time, al-Jazeera coverage of the Iraq War was
highly critical of the US (Dartnell, 2003). The third area
in which IT relates to global security, Web activism makes
it possible for non-state actors to provide information
that recasts the forms and contents of identities. Web
activism is a practice through which individuals and
groups use the Web to shape identity and perceptions
and transform the relations that motivate global politics.
Graham Meikle Future Active points to a wide variety of
groups that use the web to extend offline political
struggles into online environments. As Meikle notes,
‘Internet activism is largely about raising awareness of
the issues concerned, and this means getting more
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coverage than the purely online’(Meikle, 2002, 26). Meikle
examines anti-globalisation activists, the aserb
opposition radio station B-92, the Electronic Disturbance
Theatre, hacktivism (Meikle, 2002) and alternative and
autonomous media. The groups examined here, the
MRTA, RAWA, and IRSM (Dartnell, 2011), each reflect
particular circumstances, procedure distinct results, and
use text and images to represent a particular political
vision.

Website Activism
During 1996-1997, the first examined by author

,the Peruvian MRTA, engineered a dramatic four-month
hostage incident at the Japanees embassy in Lima when
all guest at a reception held in honour of the emperor
were captured (Dartnell, 2011). MRTA supporters at the
same time waged a web campaign that seriously
compromised the government of ex-president Alberto
Fujimori. The MRTA network conducted a web-based
media barrage that highlighted the poor social justice
and human rights record as well as the incompetence of
the Fujimori Government.  The guerrillas who actually
seized the embassy did not themselves conduct the web
campaign, which was managed by supporters and
sympathisers in San Diego, California and Toronto,
Canada.  While the MRTA was physically defeated by
the Peruvian States, its Web activism exposed the latter’s
unjust and authoritarian character to global civil society.
MRTA web activism transgressed the State by eluding
its control, which highlighted its vulnerability.

 The IRSM website is ironic due to the nature of the
group and its Web activism (Dartnell, 2011). The IRSM is
an infamous Irish Republican fringe organisation
primarily known for a mix of strident Marxist-Leninsm
and gangster-style shoot-outs and rivalries. In spite of
this, the IRSM website contains press releases, theoretical
analyses and position papers as well as links to allied
groups, which contradicts the image of violent criminal
militancy. Unlike the MRTA website, the IRSM website
is not a direct media relay in a violent campaign or
terrorist’s action in Northern Ireland. Instead, the website
plays a role in the non-violent pursuit of political ends
and suggests IT could direct political debate away from
violence. The website also expresses a broader de-
territorialising tradition in Irish politics that stems from
connections to diaspora communities in the UK, North
America and elsewhere. The tradition dates back as the
massive immigration during the 1840s Irish Potato
Famine.  The website is a networking device, that is, a

springboard for the IRSM to gather a constituency of
radical Irish Marxists-Leninist Republicans that is
scattered throughout Ireland and the diasporas. It
illustrates how IT facilitates network forms of
organisation by easing communication for
geographically dispersed movements. While the MRTA
used Web media to influence global civil society, the IRSM
uses it to enhance the cohesion of a long-standing
network.

The RAWA website is distinct from those of the
MRTA and IRSM and is one of the most exciting and
significant examples of web activism (Latham, 2003). The
website provides a vast selection of audio, video and
textual materials on the situation in Afghanistan, RAWA
activities as well as political and human rights issues.  It
includes dramatic illustrations of human rights abuses
by the former Taliban regime and the Northern
Alliance that joined the post-2001 interim Afghan
Government. The Taliban responded to RAWA with a
website of its own, which was repeatedly hacked and
eventually shut down (Dartnell, 2011). The RAWA
website is distinctive from those of the MRTA and IRSM
in several ways. By addressing global civil society about
a context with extremely limited Web access, the RAWA
website illustrates the potential and limits of IT in
postcolonial settings. The website has marvellous
potential for raising global awareness, but limited impact
on solid change in physical territory. RAWA successfully
used the web to spread a massage about Afghan women,
which contrast with other contexts in which women’s
human rights have been gravely dishonoured and global
civil society has been unmoved. In the 1930s, for example,
the Nazis obligated well-organised and broadly based
Weimar feminist organisation and histories. Their
physical insolvency and deletion from historical memory
removed the Weimar feminist movements from West
German political awareness until the 1070s.
Multimedia Activism

During the past few years, an evocative variety of
IT practices and web activism have appeared. The
examples point to the post-location, de-territorialising
and post-realist impacts of IT-connected activism. An
excellent case to illustrate the links of IT to contemporary
global security is al-Qaeda, which uses the Web to spread
‘videos of terrorist attacks, proclamations by al-Qaeda’s
leader and call to Muslims to take action against the West
(Ward, 2002). One of the striking examples of multimedia
web activism is a Shockwave file posted on the website
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of British-based firm, City link Computers in July 2003
(Ward, 2002).

The Web carries many messages from groups that
support al-Qaeda’s view that the West must be opposed
by violence in order to prevent attacks on Islam. For
examples, several groups linked to the website ‘BURN’-
hosted on equipment at the University of California in
San Diego (UCSD), including the MRTA- were listed by
the US State Department as terrorist organisations
(Asarayala, 2002).

 The impact of du’a is based in a amalgamation of
audio recording, text, and digital images. The latter
include shots of Mecca, AL-Asqa Mosque, Osamabin
Laden, Chechen fighters, suicide bombers, the Palestinian
intifada, destruction of the World Trade Centre, Israeli
and America soldiers, burning US flags, and a downed
US helicaptor. Other images portray dead Muslim
children in Palestine and Afghanistan , US prisoners in
the 2003 Iraq  conflict, captured Islamic activists, Camp
Delta in Guantanamo Bay, transport of Taliban prisoners
in US aircraft, the destruction in Jenin, Israeli troops near
AL-Aqsa, and political leaders such as Saudi King Fahd
, Palestine leader Yasser Arafat, Pakistani president
Pervez Mussaraf, US President George W. Bush, British
Prime Minister Tony Blair , US Secretary of State Colin
Powell, Egyptian President Hosni Mubarak, and former
US president Bill Clinton. The messages are standard
wire service photos.

Web activism embodies an ideological–cultural
dimension of global security studies that is
overshadowed by issues such as cyber-security (i.e.,
hacking or ‘website defacement’) and transformation of
the global financial and telecommunications sectors.
However, the rise of the Web means that the
transformation of perceptions is a daily experience for
significant and influential minority of the global
population. Web activism is important in terms of shaping
the world in which we live, blurring conventional
distinctions, and altering the parameters of state action
and group and individual identities.  In the case of the
du’a, the innovative dimension of IT is highlighted by
Benjamin’s suggestion that ‘mute’ photography needs
to be supplemented by captions, since this is exactly what
the multimedia file does as a matter of course (Benjamin).

The du’a of Sheikh al- Mohaisany is an example
of how the web poses a security challenge by conveying
identities and reshaping perceptions. The precedents for
contemporary Islamic extremism were the global

communist and fascist movements were transnational,
ideological, and obviously not religious. In a post-realist
setting, perceptions, values, and intelligibility are no
longer absolutely tied to hierarchical organisation,
territorial continuity, and spatiality.

IT on the Global Scene: Innovation, Continuity,
and Perception

 The IT-IR relationship was played out by
telegraph, film, radio, videocassettes, and television. The
variety of context and practices that constitute this
relationship suggests that media impact is highly
complex. The influence of television, for example, differs
according to context and depends on many ingredients.
One of the major consideration in evaluating global
political impact of TV is its linkage to a constellation of
factors, such as ‘the type of policy in question’ (Robinson,
2002, 99). The influence of media is also conditioned by a
complex global system in which various new players
produce effects and broad transformations are underway
(EI-Nawawy, 2003).he Internet platform is unique because
it integrates existing technologies into a single medium in
an arena for ‘imagined worlds, that is, the multiple worlds
that are constituted by the historically situated
imaginations of persons and groups spread around the
globe (Appadurai,).

The transformation is highly virtual since Internet
access varies between global regions (e.g. next-to-no access
in Africa versus high levels in North America, Japan, and
Western Europe). Even in US society, where the Internet is
widely used, barriers to access and use persist, and provide
an idea of the relative nature of the transformation.
According Katz and Rice in the United States:

“There are three key barriers to Internet usages-cost,
access, and complexity. Two of these cost and access–were
more strongly felt by nonusers, perhaps reflecting their
lower incomes (ability to pay for the Internet) and
educational achievements (ability to navigate the Internet).
Most significantly, both users and nonusers were equally
concerned about internet complexity. Without
improvement here, frustrations levels will remain high and
potential user benefits will in many cases go unrealised”
(Katz and Rice).

Outside the United States, access differences are
even more striking. In 2001, an OCED document noted
that:

In 1997, more than 30 African countries had less
than one telephone line per 100 people, according to OECD
figures. It is not simply that the ‘haves’ are at an advantage,
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but that the ‘have-nots’ are at increasing risk of social and
economic exclusion. Countries which lack a firm ICT
infrastructure become marginalised as electronic commerce
grows in importance. They are incapable of sharing in the
new route to prosperity which e-commerce affords, ad
remain dependent on the export of basic commodities, for
which the world price is often in decline. Africa’s share of
world trade had fallen from about 4% in 1980 to less than
2% today, according to IMF figures (James, 2002, 74).

The Internet as an Assembly of Technological
Practices

The Internet platforms incorporate a wide array of
separate technological practices (radio, TV, computers,
databases, email, chat, photography, and so forth) and
has only recently emerged its paradoxical impacts on the
global scene are still incompletely apprehended.
Photography, for example, is a widely used and highly
visible component of the web (Taylor, 1998, 64). The impact
of IT and IR obviously varies if image or text is the
communication focus:

“[A] Popular notion has it that as images became
increasingly sophisticated, their power grew...the opposite
may be the case. As images become more complex and
multimediated, their truth-value is communicated in
configurations that allow us to see less: in some cases it
dissipates: I others it is reconfigured: in still others it
completely disappears. Proclaimed vehicles by which we
bear witness to events of the present and past, images in
some cases become deceptively ambivalent, communicating
contradictory messages about their ability to replicate slices
of reality and their ability to aggressively reconstruct it, often
to the point of fabrication” (Zelizer,1998, 215).

 The globally dominant Western  or Westphalian
tradition of politics set terms of reference for Louis XIV
and his military architect Sebastien le Prestre de Vauban.
They resolved France’s lack of defensible and coherent
boundaries by building a series of fortifications that traced
(with some subsequent alterations) the contours of what
we know as the French nation-states (Held, Mc Grew,
Goldbalatt and Perraton, 1999). However contemporary
IT exists in a global scene in which politics as a matter of
territorial location is challenged. Since 1989, the global
community has moved from a bipolar world order into a
system of fragmented multi-centric concentrations in
which state power coexists with non-state actors such as
international organisations, NGOs, media , multinational
corporations, the nascent governments of Palestine,
northern Iraq and Kosovo, and the failed states of Pakistan,
Somalia, and Indonesia (Kearney, 1997). Although the

Internet suggests that cultural novelty and technological
innovation are at the heart of the IT-IR relationship, we
know that communication has a history.

 Identity and Representation in Global Security
Global communication devices have a political

potential that is like eBay by comparison to the vendor-
kiosk-location model based in the state. IT suggests that
actual power is relatively less defined by physical location
and that territorial contiguity might be less able to influence
the shape of future human relations. However, in light of
the myriad military, financial, political, and other contexts
in which it appears, IT more likely expresses a hybrid form
of politics in which physical location is one factor among
a selection of many influences on the outcome of events.
The reported links between 9/11, websites, mobiles
phones, and satellite communication moreover suggest
that the values, interests, and beliefs carried by IT will not
usher in a ‘digitopia’. Web activism is based in image and
text-based representation that communicates a post-
territorial politics that transgresses identity, spae, and the
legitimisation capacities of states like the United States.

Photographic practice and Web Activism in Global
Security

 The wide range of IT practices available to non-
state actor on the global scene and point to a complex set
of impacts has been exemplify but the web activism of
MRTA, RAWA and IRSM as well as the multimedia du’a
of sheikh Mohammed al-Mohaisany (Parks and
Kumar(eds.), 2003). Groups like the MRTA, RAWA and
the IRSM are supporters of al-Qaeda operate with varying
degrees and measures of success with the substantial
complexity of post-realism (Rosenau, 1990, 11).
The impact of photographic Practices

 The relationship of IT to IR refers to Web activism
to show how the Internet platform draws together
existing technological practices (such as photography,
television, data processing and others) in ways that
contravene the identities and representations that are
the bases of state-centric global security. Self-effacement
in photo-magazines such as Paris Match and Life
purportedly portrays ‘daily life’ in a specific period,
presents a record of events, and provides photo-
documentation. Photo-narration has long had a role in
fostering support for military campaign (Fenton,
Robertson, 2002). In relation to satellite television, ‘while
“global village” inspired rhetoric touted the utopian
promises of new satellite technology, it was complicit
with western and postcolonial cultures and peoples
(Parks).
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Image, Influence and Identity
Globalisation is a cultural, economic, technological,

social, demographic and military process that produces
new transformative combinations of human relations
which brings new groups, ideas, values, interests, and
forces into a global network of contact and conflict
(Yabasta, 2001). Global security is not enhanced if
challenges are met in purely military terms at a time when
conflict is multi-layered, and ever more innovative,
representational, perceptual, and image-based. Web
activism shows how contemporary conflict occurs far from
a battlefield, in a media setting in which the United States
rapidly lost the moral-emotional advantage it had on 9/
11 (Perritt, 1998).
Conclusion

In this environment, the Web accelerate and
intensifies transgression, reshapes and transforms the
boundaries of identity and politics, especially as ‘the
instant we develop a new technology of communication-
talking drums, papyrus scrolls, book, telegraph, radios,
televisions, computers, mobile phones-we at least partially
reconstruct the self and its world, creating new
opportunities for reflection, perception, and social
experience (Burnett and Marshall, 2003). For a layman,
cyber security means simple things: a password that is
not stolen, a message that remains confidential, and a child
that is not exposed to a stalker or paedophile online.
Four threats

 According to the international relations theorist
Joseph Nye there are four different types of threats to
cyberspace. The most dramatic is Cyber War- the
unauthorised invasion by a government into the systems
or networks of another, aiming to disrupt those systems,
to damage them partially, or destroy them entirely.  A
specific target is to slow down if not curtail the military
systems of the target state: there is no point having excellent
missiles and weapons if the delivery systems can be
paralysed. And as the military establishment become more
and dependent on sophisticated technologies, the risk of
equally sophisticated attacks on them grows.

 Nye’s second threat is Cyber Espionage. Here the
governments are able to invade the systems of their rivals
to steal sensitive information that would be useful for their
own purposes.

These types of attacks are usually hard to discover
and the case of Operation Shady RAT, the world’s biggest
hacking ever, is rather phenomenal. For five whole years
hackers had access to 70 government and private agencies
around the world as they secreted away gigabytes of

confidential information, unbeknownst to those at the
receiving end. By the time Shady RAT was spotted, 49
networks had been infected in the United States alone along
with several others in India, South Korea, Taiwan and
elsewhere (Tharoor, 2012).

Cyber Crime is the third kind of threat, and the most
familiar. While this also has military and political
implications, it affects the lives of ordinary Internet users
more closely. Cyber crime also includes pornography,
Internet stalking, and personality imitation.

Finally there is Cyber Terrorism. This includes
websites spreading extremist propaganda, recruiting
terrorists, planning attacks, and social objectives. It also
involves the use of hackers by terrorists to debilitate states
and governments, much like in Cyber War, with the only
difference that this involves a non-State actor. Cyberspace
offers a great advantage for the shrouded business of
terrorists, making their work murkier than ever to those
outside (The Hindu, Tharoor, 2012).

Westphalia concept of politics and security is no
longer the product of and related to the territorially bound
state. It has emerged as a deterritorialized concept moving
beyond the state and its control because of the revolution
in information and communication technology. The
spheres over which state has had the control and authority
in traditional parlance have been usurped by forces and
factors remaining outside and beyond the sovereignty of
state. What has rendered state porous, vulnerable and
permeable is the arrival of new actors in the form of Internet,
websites and cyber technology. Even the individuals,
groups and non-state actors having control of these
technologies can turn out to be the greatest challenges to
states understood in traditional parlance. Sovereignty that
adorns the state with ultimate power and authority has
witnessed in recent years rise of many claimants to this as
it has become more discursive and passed on to many
within the state and beyond the control of state than
concentrative in the territorial state.
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